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Executive summary  A new BCP RIPA Policy was introduced in April 2021. 

RIPA training has been provided to assist with compliance with 
legislation and the BCP RIPA Policy. 

BCP Council is in the process of drafting an Investigatory Powers 
Act 2016 (IPA) Policy for communications data acquisition and this 
will be presented to Audit & Governance Committee for approval in 
due course. 

An inspection by the Investigatory Powers Commissioner’s Office 

(IPCO) on the use of investigatory powers has recently been 

carried out and the outcome will be brought back to this committee.  

The Council has not made use of RIPA powers during the 2020/21 
financial year. 

Recommendations It is RECOMMENDED that:  

 Audit & Governance Committee note that the Council has not 
made use of powers under the Regulation of Investigatory 
Powers Act during the 2020/21 financial year. 

Reason for 
recommendations 

To ensure transparency in respect of the Council’s use of its 
powers under the Regulation of Investigatory Powers Act. 
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Title: Background 

1. The Regulation of Investigatory Powers Act (RIPA) was enacted in 2000 to regulate the 

manner in which certain public bodies may conduct surveillance and access a person's 

electronic communications and to ensure that the relevant investigatory powers are used 

in accordance with human rights. The provisions of the Act include: 

 the interception of communications;  

 the acquisition of communications data (e.g. billing data);  

 intrusive surveillance (on residential premises/in private vehicles);  

 covert surveillance in the course of specific operations;  

 the use of covert human intelligence sources (agents, informants, undercover 

officers); and  

 access to encrypted data. 

 

2. There are various codes of practice, updated periodically, which broadly cover the 

specific bullet points above. These help public authorities assess and understand 

whether, and in what circumstances, it is appropriate to use covert techniques. The 

codes also provide guidance on what procedures need to be followed in each case and 

identifies as a matter of best practice that elected members of an authority should 

review the authority’s use of RIPA at least once a year. The purpose of this annual 

report is to set out the level and nature of BCP Council’s use of covert surveillance under 

RIPA. 

BCP RIPA\IPA Policy 

3. A new BCP RIPA Policy was approved by the Audit & Governance Committee on 22 

April 2021 and communicated to officers during April and May at various officer meetings 

and via corporate communications. 

 

4. The BCP RIPA Policy clearly explains the type of surveillance the Council can and 

cannot undertake and also explains those limited circumstances where covert 

surveillance, requiring external authorisation, may be appropriate. 

5. The Policy ensures compliance with the regulatory framework for the use of covert 

investigatory techniques by BCP Council as set out in the Regulation of Investigatory 

Powers Act 2000 (RIPA) and RIPA (Directed Surveillance and Covert Human 

Intelligence Sources CHIS) Order 2010 (and as amended 2012).  

6. RIPA training was provided to a number of  officers on 16 June 2021 to assist with 

compliance with legislation and our Policy including understanding when RIPA 

authorisation is required. A recording of the training is available. 

7. The Head of Audit & Management Assurance is the RIPA Administrator and responsible 

for ensuring a comprehensive single corporate record exists to enable full annual 

reporting to the Information Commissioner’s Office and the BCP Council Audit & 

Governance Committee. The ‘RIPA Central Record of Authorisations’ is attached at 

Appendix A for information (blank version). 

 



8. BCP Council is in the process of drafting an Investigatory Powers Act 2016 (IPA) Policy 

for communications data acquisition and this will be presented to Audit & Governance 

Committee for approval in due course.  

Investigatory Powers Commissioner’s Office (IPCO) Inspection 

9. The Investigatory Powers Commissioner’s Office (IPCO) conducts audits and 

inspections of the use of investigatory powers to ensure that public bodies that are 

authorised to use investigatory powers are doing so lawfully and in line with best 

practice.  

 

10. A telephone-based inspection of BCP Council has recently been carried out. The 

outcome from the inspection was that the Investigatory Powers Commissioner, Sir Brian 

Leveson wrote to the Chief Executive on 13 July 2021 stating that the work done by 

officers represented “good progress and places BCP Council in a strong position, should 

the opportunity for covert surveillance present itself”. The letter also contained the 

following helpful observations from the Inspector as to how we could further improve 

policies and procedures, which officers will implement during the coming months. 

 

 • The RIPA Policy, while a comprehensive document, could be more ‘user friendly’; the 

presence of a number of flow charts is a useful addition.  

• The Policy should make it clear that the authorisation period for a juvenile CHIS differs 

from that for an adult CHIS.  

• The Policy could helpfully, and arguably should, cross reference your data 

management policy regarding compliance with the required safeguarding measures for 

the product of surveillance.  

• The BCP RIPA Central Record could be expanded to identify the presence of 

surveillance product and indicate its current review status. Please note this observation 

has already been implemented and changes have been incorporated in the BCP RIPA 

Central Record as presented at Appendix A to this report. 

Use of RIPA/IPA by the Council 

11. The BCP RIPA Policy states that overall responsibility for the use of RIPA lies with the  

Senior Responsible Officer (SRO) who is the Director of Law & Governance (& 

Monitoring Officer). The deputy SRO is the Chief Executive.  

 

12. The Regulatory Services Manager, Director of Communities, Chief Executive and 

Corporate Directors are the Council’s Authorising Officers in respect of RIPA 

applications. The Head of Audit & Management Assurance is the RIPA Administrator and 

is responsible for maintaining a central register of authorisations applied for. 

 

13. The use of covert surveillance techniques can assist councils in delivering objectives in 

areas such as crime, anti-social behaviour and licensing. As a result of complying with 

RIPA, the Council only invokes these powers as a last resort where overt surveillance is 

not possible.  

 

14. During the 2020/21 financial year, the Council has not made use of powers under RIPA 

and the Council’s RIPA Authorising Officers have not approved the use of covert 

surveillance techniques in any cases. 

 

15. In addition, BCP Council has not used IPA provisions since it has come into being. 



Options Appraisal 

16. An options appraisal is not applicable for this report. 

Summary of financial implications 

17. There are no direct financial implications from this report. 

Summary of legal implications 

18. The Council must follow Regulation of Investigatory Powers Act (RIPA) requirements 

should it wish to enact covert surveillance. 

Summary of human resources implications 

19. There are no direct human resource implications from this report. 

Summary of sustainability impact 

20. There are no direct sustainability impact implications from this report. 

Summary of public health implications 

21. There are no direct public health implications from this report. 

Summary of equality implications 

22. There are no direct equalities implications from this report. 

Summary of risk assessment 

23. There are no direct risk implications from this report. 

Background papers 

None  

Appendices   

Appendix A - RIPA Central Record of Authorisations (template) 

 


